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SECTION ONE: USING THE GUIDANCE

PURPOSE OF THE RISK-BASED APPROACH

Chapter One: Background and Context

1. In June 2007, the FATF adopted Guidance on the Risk-Based Approach to Combating Money
Laundering and Terrorist Financing: High Level Principles and Procedures, which includes guidance
for public authorities and guidance for financial institutions. This was the culmination of extensive
consultation between private and public sector members of an Electronic Advisory Group (EAG)
established by the FATF.

2. In addition to financial institutions, the FATF Recommendations also cover a number of
designated non-financial businesses and professions (DNFBPs). At its June 2007 meeting, the FATF’s
Working Group on Evaluation and Implementation (WGEI) endorsed a proposal to convene a meeting
of the representatives from the DNFBPs to assess the possibility of developing Guidance on the risk-
based approach for their sectors, using the same structure and style as the completed Guidance for
financial institutions.

3. This meeting was held in September 2007 and was attended by members of organisations
which represent lawyers, notaries, trust and company service providers (TCSPs), accountants, casinos,
real estate agents and dealers in precious metals and dealers in precious stones. This private sector
group expressed an interest in contributing to FATF Guidance on implementing a risk-based approach
for their sectors. The Guidance for the DNFBPs would follow the principles of the risk-based
approach already established by FATF, and would highlight risk factors specific to the DNFBPs, as
well as suggest mitigation strategies that fit with the particular activities and businesses of the
DNFBPs. The FATF established another EAG to facilitate the work.

4. The private sector group met again in December 2007 and was joined by a number of
specialist public sector members. Separate working groups comprising public and private sectors
members were established, and private sector chairs were appointed.

5. The EAG continued work until this Guidance for legal professionals was presented to the
WGEL. After further international consultation with both public and private sectors, the FATF adopted
this Guidance at its October 2008 Plenary. Guidance for each of the other DNFBP sectors is being
published separately.

Purpose of the Guidance

6. The purpose of this Guidance is to:

e Support the development of a common understanding of what the risk-based approach
involves.

o OQutline the high-level principles involved in applying the risk-based approach.

¢ Indicate good practice in the design and implementation of an effective risk-based approach.



7. However, it should be noted that applying a risk-based approach is not mandatory. A properly
applied risk-based approach does not necessarily mean a reduced burden, although it should result in a
more cost effective use of resources. For some countries, applying a rules-based system might be
more appropriate. Countries® will need to make their own determinations on whether to apply a risk-
based approach, based on their specific money laundering/terrorist financing risks, size and nature of
the DNFBP activities, and other relevant information. The issue of timing is also relevant for
countries that may have applied anti-money laundering/counter-terrorist financing (AML/CFT)
measures to DNFBPs, but where it is uncertain whether the DNFBPs have sufficient experience to
implement and apply an effective risk-based approach.

Target Audience, Status and Content of the Guidance

8. This Guidance has been prepared for, and in relation to, legal professionals.” The legal
professionals sector includes various professions, including lawyers and notaries, and in some
countries there are also different categories of lawyers e.g. barristers and solicitors. Many legal
professionals are required to comply with specific legislation and regulation and rules and regulations
enacted or adopted by professional associations or other self regulatory organisations (SROs). The
activities of legal professionals are very diverse, as are the legal and professional obligations with
which they are required to comply. The specifics of an individual legal professional’s and/or a firm or
other collection of legal professionals’ particular risk-based processes should accordingly be
determined based on the activities undertaken by the legal professional, the ethical and existing
supervisory structure for legal professionals and the susceptibility of a legal professional’s activities
(both generally and particularly) to money laundering and terrorist financing.

9. Legal professionals provide a range of services and activities that differ vastly, such as in
their methods of delivery and in the depth and duration of the relationships formed with clients. This
Guidance is written at a high level to take into account the differing practices of legal professionals in
different countries, and the different levels and forms of supervision or monitoring that may apply. It
is not intended as a template for national legislation imposing obligations on legal professionals or
SROs. Each country and its national authorities should aim to establish an active dialogue with its
legal professionals and other DNFBP sectors that will be mutually beneficial in establishing effective
systems to combat money laundering and terrorist financing.

10. The following general observations about legal professionals should help inform the
approach. Consideration should also be given to the particular activities performed by legal
professionals on a national, provincial, or local basis. Because legal professionals typically refer to
those benefiting from their services as “clients” rather than “customers”, that term is thus generally
used throughout this paper, except where specific terms of art such as “customer due diligence” and
“know your customer” are used (in such cases a customer can be equated to a client).

11. For purposes of this Guidance, legal professionals include both lawyers and notaries.

e Lawyers are members of a regulated profession and are bound by their specific professional
rules and regulations. Their work is fundamental to promoting adherence to the rule of law in
the countries in which they practice. Lawyers hold a unique position in society by providing

! All references in the FATF Recommendations and in this document to country or countries apply equally

to territories or jurisdictions.

This refers to sole legal practitioners and partners or employed legal professionals within professional
firms. It is not meant to refer to “internal” (i.e. in-house) professionals that are employees of other types of
businesses, nor to legal professionals working for government agencies, who may already be subject to separate
measures that would combat money laundering and terrorist financing. See FATF 40 Recommendations
Glossary, definition of “Designated Non-Financial Businesses and Professions” (e).



12.

access to law and justice for individuals and entities, assisting members of society to
understand their increasingly complex legal rights and obligations, and assisting clients to
comply with the law. Lawyers have their own professional and ethical codes of conduct by
which they are regulated. Breaches of the obligations imposed upon them can result in a
variety of sanctions, including disciplinary and criminal penalties. The provisions contained
in this Guidance, when applied by each country, are subject to professional secrecy and legal
professional privilege. As is recognised by the interpretative note to the FATF
Recommendation 16, the matters that would fall under legal professional privilege or
professional secrecy and that may affect any obligations with regard to money laundering and
terrorist financing are determined by each country. Likewise, ethical rules that impose
obligations, duties, and responsibilities on legal professionals vary by country. The legal
professionals’ counseling and advisory role, especially in an increasing regional and global
marketplace, does not generally involve a cash handling function.

Both civil and common law countries have notaries, but the roles of civil and common law
notaries differ. Common law mainly differs from civil law in that precedents can be drawn
from case law, while in civil systems codified rules are applied by judges to the cases before
them. In some common law countries, the common law notary public is a qualified,
experienced practitioner, trained in the drafting and execution of legal documents. In other
common law countries, the notary public is a public servant appointed by a governmental
body to witness the signing of important documents (such as deeds and mortgages) and
administer oaths. Known only in civil law jurisdictions, civil law notaries are both members
of an autonomous legal profession — although regulated by the law — and qualified public
officials, as they are appointed by the State through a selective public contest among law
graduates. Civil law notaries, who are bound by an obligation of impartiality with respect to
both parties, must be regarded, in matters of real property (conveyancing), family law,
inheritance and corporate legal services as practising non-contentious activities. They act as
gatekeepers by drafting, ensuring the legality and certainty of the instruments and the
authenticity of signatures presented to them; providing as well a public fiduciary function by
performing the role of a trusted third party . Civil law notaries are obliged by law not to
detach themselves from the core of the relationship, therefore making them responsible for all
aspects of the deed. For this reason, civil law notaries are assigned functions of a public
nature as part of their legal assignments. In civil law jurisdictions, notarial written documents
are particular means of evidence, unlike in the common law systems, which are based on the
free evidence of witnesses in court: special supreme State powers are devolved to civil law
notaries and they can therefore assign “public authority” to each deed they perform. Thereby
the civil law notary’s deed has a special effectiveness in a trial, whereby it is a means of
peremptory binding evidence; furthermore, it is as judicially enforceable as a judgement; if it
complies with the law, it can be registered on a public registry. Owing to these characteristics,
civil law notaries play a different role in comparison to the services provided by other legal
professionals. This Guidance does not cover those common law notaries who perform merely
administrative acts such as witnessing or authenticating documents, as these acts are not
specified activities.

Recommendation 12 mandates that the requirements for customer due diligence requirements

(CDD), record-keeping, and paying attention to all complex, unusual large transactions set out in
Recommendations 5, 6, and 8 to 11 apply to DNFBPs in certain circumstances. Recommendation 12
applies to legal professionals when they prepare for and carry out certain specified activities:

Buying and selling of real estate.
Managing of client money, securities or other assets.

Management of bank, savings or securities accounts.



e Organisation of contributions for the creation, operation or management of companies.

e Creation, operation or management of legal persons or arrangements, and buying and selling
of business entities.

This Guidance has been prepared to assist legal professionals in those situations. Unless legal advice
and representation consists of preparing for or carrying out transactions relating to these specified
activities, it is not subject to the FATF Recommendations. The Recommendations would thus not
cover, for example, an initial meeting before any preparatory work is carried out, or the usual level of
advice given at legal aid or other “walk up” clinics.

13. It is possible that more than one legal professional will be preparing for or carrying out a
transaction, in which case they will all need to observe the applicable CDD and record-keeping
obligations. However, several legal professionals may be involved in a transaction for a specified
activity but not all are preparing for or carrying out the overall transaction. In that situation, those
legal professionals providing advice or services (e.g. a local law validity opinion) peripheral to the
overall transaction who are not preparing for or carrying out the transaction may not be required to
observe the applicable CDD and record-keeping obligations.

14. Recommendation 16 requires that FATF Recommendations 13 to 15 regarding reporting of
suspicious transactions and AMLCFT controls, and Recommendation 21 regarding measures to be
taken with respect to countries that do not or insufficiently comply with the FATF Recommendations,
apply to DNFBPs subject to the certain qualifications. Specifically, Recommendation 16 applies to
legal professionals when they engage in a financial transaction on behalf of a client, in relation to the
activities referred to in Recommendation 12. Recommendation 16, however, provides that legal
professionals are not required to report their suspicions if the relevant information was obtained in
circumstances where they are subject to professional secrecy or legal professional privilege. The
lawyer-client relationship is protected by law, regulations, and rules, and codes of conduct (such as
legal professional privilege) in many countries, including in some countries by constitutional
provisions. This is recognised by the Interpretative Note to Recommendation 16.

15. The wider audience for this Guidance includes countries, regulators, and self-regulatory
organisations (SROs), which are considering how to apply AML/CFT measures to legal professionals.
Countries need to identify the most appropriate regime, tailored to address individual country risks,
which takes into consideration the activities and professional and ethical codes of conduct of legal
professionals in their countries. This regime should recognise the differences between the DNFBP
sectors, as well as the differences between the DNFBPs (particularly legal professionals) and financial
institutions. However, this Guidance does not override the purview of national authorities. The
manner in which legal professionals, SROs, or other supervisory bodies approach their responsibilities
under a risk-based CDD system must necessarily be informed by and conform with the existing legal
and oversight framework within each country’s jurisdiction.

e To the extent a country has adopted a risk-based approach regime, the legal professionals
practising in that country should refer to that country’s guidance for that regime.

e This Guidance does not supplant specific professional guidance issued by designated
competent authorities or SROs in a particular country, and does not constitute a legal
interpretation of AML or CFT obligations of legal professionals, and should not be relied on
by legal professionals or the judiciary in determining whether a legal professional has
complied with his or her AML or CFT obligations.

16. The provisions in this Guidance are subject to applicable professional secrecy, legal
professional privilege or rules of professional conduct, which are determined by each country.



Chapter Two: The Risk-Based Approach — Purpose, Benefits and Challenges

The purpose of the Risk-Based Approach

17. The FATF Recommendations contain language that permits countries to some degree to adopt
a risk-based approach to combating money laundering and terrorist financing. That language also
authorises countries to permit DNFBPs to use a risk-based approach in applying certain of their AML
and CFT obligations.

18. By adopting a risk-based approach, it is possible to ensure that measures to prevent or
mitigate money laundering and terrorist financing are commensurate with the risks identified. This
will allow resources to be allocated in the most efficient ways. The principle is that resources should
be directed in accordance with priorities so that the greatest risks receive the highest attention. The
alternative approaches are that resources are either applied evenly, or that resources are targeted, but
on the basis of factors other than risk. This can inadvertently lead to a ‘tick box’ approach with the
focus on meeting regulatory requirements rather than on combating money laundering or terrorist
financing efficiently and effectively.

19. A number of the DNFBP sectors, including legal professionals, are already subject to
regulatory or professional requirements (including as promulgated by SROs) that complement
AML/CFT measures. For example, by virtue of their professional codes of conduct, many lawyers are
already subject to an obligation to identify their clients (e.g. to check for conflict of interest) and the
substance of the matter submitted to them by such clients, in order to appreciate the consequences that
their advice may have. If a lawyer provides legal advice to a client that helps the client commit an
offence, that lawyer may, depending on the lawyer’s state of knowledge, become an accomplice to the
offence. This Guidance must be considered in the context of these professional and ethical codes of
conduct. Where possible, it will be beneficial for legal professionals (and relevant authorities and
SROs) to devise their AML/CFT policies and procedures in a way that harmonises with other
regulatory or professional requirements. A risk-based AML/CFT regime should not impede free
access to the services provided by legal professionals for legitimate purposes, but should create
barriers to those who seek to misuse these services.

20. A risk analysis must be performed to determine where the money laundering and terrorist
financing risks are the greatest. Countries will need to identify the main vulnerabilities and address
them accordingly. Legal professionals will need this assistance and information to help them to
identify higher risk clients and services, including delivery channels, and geographical locations.
These are not static assessments. They will change over time, depending on how circumstances
develop, and how threats evolve.

21. The strategies to manage and mitigate money laundering and terrorist financing are typically
aimed at preventing the activity from occurring through a mixture of deterrence (e.g. appropriate
CDD measures), detection (e.g. monitoring and suspicious transaction reporting), and record-keeping
S0 as to facilitate investigations.

22. Proportionate procedures should be designed based on assessed risk. Higher risk areas should
be subject to enhanced procedures; this would include measures such as enhanced CDD checks and
enhanced transaction monitoring. It also follows that in instances where risks are low, simplified,
modified or reduced controls may be applied.

23. There are no universally accepted methodologies that prescribe the nature and extent of a
risk-based approach. However, an effective risk-based approach does involve identifying and
categorising money laundering and terrorist financing risks and establishing reasonable controls based
on risks identified.



24. An effective risk-based approach will allow legal professionals to exercise reasonable
business and professional judgement with respect to clients. Application of a reasoned and well-
articulated risk-based approach will justify the judgements made with regard to managing potential
money laundering and terrorist financing risks. A risk-based approach should not be designed to
prohibit or impede legal professionals from continuing with legitimate practice — especially given
their role in society and the proper functioning of the justice system - or from finding innovative ways
to diversify or expand their practices.

25. Regardless of the strength and effectiveness of AML/CFT controls, criminals will continue to
attempt to move illicit funds undetected and will, from time to time, succeed. Criminals are more
likely to target the DNFBP sectors, including legal professionals, if other routes become more
difficult. For this reason, DNFBPs may be more or less vulnerable depending on the effectiveness of
the AML/CFT procedures applied in other sectors. A risk-based approach allows DNFBPs, including
legal professionals, to more efficiently and effectively adjust and adapt as hew money laundering and
terrorist financing methods are identified.

26. A reasonably designed and effectively implemented risk-based approach can provide an
appropriate and effective control structure to manage identifiable money laundering and terrorist
financing risks. However, it must be recognised that any reasonably applied controls, including
controls implemented as a result of a reasonably designed and effectively implemented risk-based
approach, will not identify and detect all instances of money laundering or terrorist financing.
Therefore, designated competent authorities, SROs, law enforcement, and judicial authorities must
take into account and give due consideration to a well reasoned risk-based approach. When there is a
failure to implement an adequately designed risk-based approach or failure of a risk-based programme
that was not adequate in its design, designated competent authorities, SROs, law enforcement or
judicial authorities should take action as necessary and appropriate.

Potential Benefits and Challenges of the Risk-Based Approach

Benefits

27. The adoption of a risk-based approach to combating money laundering and terrorist financing
can yield benefits for all parties, including the public. Applied effectively, the approach should allow
a more efficient and effective use of resources and minimise burdens on clients. Focusing on higher
risk threats should mean that beneficial outcomes can be achieved more effectively.

28. For legal professionals, the risk-based approach allows the flexibility to approach AML/CFT
obligations using specialist skills and responsibilities. This requires legal professionals to take a wide
and objective view of their activities and clients.

29. Efforts to combat money laundering and terrorist financing should also be flexible in order to
adapt as risks evolve. As such, legal professionals should use their judgement, knowledge and
expertise to develop an appropriate risk-based approach for their particular organisation, structure and
practice activities.

Challenges

30. The risk-based approach is not necessarily an easy option and is challenging to both public
and private sector entities. Some challenges may be inherent to the use of the risk-based approach.
Others may stem from the difficulties in making the transition to a risk-based system. A risk-based
approach requires resources and expertise to gather and interpret information on risks, both at the
country and institutional levels, to develop procedures and systems, and to train personnel. It further
requires that sound and well-trained judgement be exercised in the design and implementation of
procedures, and systems. It will certainly lead to a greater diversity in practice that should lead to
innovations and improved compliance. However, it may also cause uncertainty regarding

9



expectations, difficulty in applying uniform regulatory treatment, and lack of understanding by clients
regarding information required.

31. Implementing a risk-based approach requires that legal professionals have a sound
understanding of the risks and are able to exercise sound judgement. This requires the building of
expertise including for example, through training, recruitment, taking professional advice and
‘learning by doing’. The process will always benefit from information sharing by designated
competent authorities and SROs. The provision of good practice guidance is also valuable.
Attempting to pursue a risk-based approach without sufficient expertise may lead to flawed
judgements. Legal professionals may over-estimate risk, which could lead to wasteful use of
resources, or they may under-estimate risk, thereby creating vulnerabilities. They, and (if applicable)
their staff members, may be uncomfortable making risk-based judgements. This may lead to overly
cautious decisions, or disproportionate time spent documenting the rationale behind a decision. This
may also be true at various levels of management. However, in situations where management fails to
recognise or underestimate the risks, a culture may develop that allows for inadequate resources to be
devoted to compliance, leading to potentially significant compliance failures.

32. Designated competent authorities and SROs should place greater emphasis on whether legal
professionals have an effective decision-making process with respect to risk management. Sample
testing may be used or individual decisions reviewed as a means to test the effectiveness of a legal
professional’s overall risk management. Designated competent authorities and SROs should recognise
that even though appropriate risk management structures and procedures are regularly updated, and
the relevant policies, procedures, and processes are followed, decisions may still be made that are
incorrect in light of additional information that was not reasonably available at the time.

33. In implementing the risk-based approach, legal professionals should be given the opportunity
to make reasonable judgements for their particular services and activities. This may mean that no two
legal professionals and no two firms are likely to adopt the same detailed practices. Such potential
diversity of practice will require that designated competent authorities and SROs make greater effort
to identify and disseminate guidelines on sound practice, and may pose challenges for staff working to
monitor compliance. The existence of good practice guidance, continuing legal education, and
supervisory training, industry studies and other materials will assist the designated competent
authority or an SRO in determining whether a legal professional has made sound risk-based
judgements.

34. Recommendation 25 requires adequate feedback to be provided to the financial sector and
DNFBPs. Such feedback helps institutions, firms and businesses to more accurately assess the money
laundering and terrorist financing risks and to adjust their risk programmes accordingly. This in turn
makes the detection of suspicious activity more likely and improves the quality of any required
suspicious transaction reports. As well as being an essential input to any assessment of country or
sector wide risks, the promptness and content of such feedback is relevant to implementing an
effective risk-based approach.

The potential benefits and potential challenges can be summarised as follows:

Potential Benefits:

. Better management of risks and cost-benefits
o Focus on real and identified threats
. Flexibility to adapt to risks that change over time

Potential Challenges:

o Identifying appropriate information to conduct a sound risk analysis
. Addressing short term transitional costs
. Greater need for more expert staff capable of making sound judgements. Regulatory response to

potential diversity of practice.
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Chapter Three: FATF and the Risk-Based Approach

35. The varying degrees of risk of money laundering or terrorist financing for particular types of
DNFBPs, including legal professionals, or for particular types of clients, or transactions is an
important  consideration underlying the FATF Recommendations. According to the
Recommendations, with regard to DNFBPs there are specific Recommendations where the degree of
risk is an issue that a country either must take into account (if there is higher risk), or may take into
account (if there is lower risk).

36. The risk-based approach is either incorporated into the Recommendations (and the
Methodology) in specific and limited ways in a number of Recommendations, or it is inherently part
of or linked to those Recommendations. For instance, for DNFBPs, including legal professionals risk
is addressed in three principal areas (a) Customer/client Due Diligence (R.5, 6, 8 and 9); (b) legal
professionals and/or firms’ internal control systems (R.15); and (c) the approach of
oversight/monitoring of DNFBPs, including legal professionals (R.24).

Client Due Diligence (R. 5, 6, 8 and 9)
37. Risk is referred to in several forms:

a) Higher risk — Under Recommendation 5, a country must require its DNFBPs,
including legal professionals, to perform enhanced due diligence for higher-risk clients,
business relationships or transactions. Recommendation 6 (politically exposed persons) is an
example of this principle and is considered to be a higher risk scenario requiring enhanced
due diligence.

b) Lower risk — A country may also permit legal professionals to take lower risk into
account in deciding the extent of the CDD measures they will take (see Methodology criteria
5.9). Legal professionals may thus reduce or simplify (but not avoid completely) the
required measures.

C) Risk arising from innovation — Under Recommendation 8, a country must require
legal professionals to give special attention to the risks arising from new or developing
technologies that might favour anonymity.

d) Risk assessment mechanism — The FATF standards require that there be an adequate
mechanism by which designated competent authorities or SROs assess or review the
procedures adopted by legal professionals to determine the degree of risk and how they
manage that risk, as well as to review the actual determinations themselves. This expectation
applies to all areas where the risk-based approach applies. In addition, where the designated
competent authorities or SROs have issued guidelines on a suitable approach to risk-based
procedures, it will be important to establish that these have been followed. The
Recommendations also recognise that country risk is a necessary component of any risk
assessment mechanism (R.5 & R.9).

Internal control systems (R.15)

38. Under Recommendation 15, the development of “appropriate” internal policies, training and
audit systems will need to include a specific, and ongoing, consideration of the potential money
laundering and terrorist financing risks associated with clients, products and services, geographic
areas of operation and so forth. The Interpretative Note to Recommendation 15 makes it clear that a
country may allow legal professionals to have regards to the money laundering and terrorist financing
risks, and to the size of the business, when determining the type and extent of measures required.

11



Regulation and oversight by designated competent authorities or SROs (R.24)

39. Countries should ensure that legal professionals are subject to effective systems for
monitoring and ensuring compliance with AML/CFT requirements. In determining whether the
system for monitoring and ensuring compliance is appropriate, regard may be had to the risk of
money laundering or terrorist financing in a given business, i.e. if there is a low risk then reduced
monitoring measures may be taken.

Applicability of the risk-based approach to terrorist financing

40. There are both similarities and differences in the application of a risk-based approach to
terrorist financing and money laundering. They both require a process for identifying and assessing
risk. However, the characteristics of terrorist financing make its detection difficult and the
implementation of mitigation strategies may be challenging due to considerations such as the
relatively low value of transactions involved in terrorist financing, or the fact that funds can be
derived from legitimate as well as illicit sources.

41. Funds that are used to finance terrorist activities may be derived either from criminal activity
or may be from legal sources, and the nature of the funding sources may vary according to the type of
terrorist organisation. Where funds are derived from criminal activity, then traditional monitoring
mechanisms that are used to identify money laundering may also be appropriate for terrorist
financing, though the activity, which may be indicative of suspicion, may not be identified as or
connected to terrorist financing. It should be noted that transactions associated with the financing of
terrorism may be conducted in very small amounts, which in applying a risk-based approach could be
the very transactions that are frequently considered to be of minimal risk with regard to money
laundering. Where funds are from legal sources then it is even more difficult to determine if they
could be used for terrorist purposes. In addition, the actions of terrorists may be overt and outwardly
innocent in appearance, such as the purchase of materials and services to further their goals, with the
only covert fact being the intended use of such materials and services purchased. Therefore, while
terrorist funds may be derived from criminal activity as well as from legitimate sources, transactions
related to terrorist financing may not exhibit the same traits as conventional money laundering. In all
cases, however, legal professionals are not responsible for determining the type of underlying criminal
activity or intended terrorist purpose.

42. The ability of legal professionals to detect and identify potential terrorist financing
transactions without guidance on terrorist financing typologies or unless acting on specific
intelligence provided by the authorities is significantly more challenging than is the case for potential
money laundering and other suspicious activity. Detection efforts, absent specific national guidance
and typologies, are likely to be based on monitoring that focuses on transactions with countries or
geographic areas where terrorists are known to operate or on the other limited typologies available
(many of which are indicative of the same techniques as are used for money laundering).

43. Specific individuals, organisations or countries may be the subject of terrorist financing
sanctions, in a particular country. In such cases a listing of individuals, organisations or countries to
which such sanctions apply and the obligations on legal professionals to comply with those sanctions
are decided by individual countries and are not a function of risk. Legal professionals may commit a
criminal offence if they undertake business with a listed individual, organisation or country, or its
agent, in contravention of applicable sanctions.

44, For these reasons, this Guidance has not comprehensively addressed the application of a risk-
based process to terrorist financing. It is clearly preferable that a risk-based approach be applied
where reasonably practicable, but further consultation with key stakeholders is required to identify a
more comprehensive set of indicators of the methods and techniques used for terrorist financing,
which can then be factored into strategies to assess terrorist financing risks and devise measures to
mitigate them. DNFBPs, including legal professionals, would then have an additional basis upon
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40-44 and such subsequent consultations when they occur.

Limitations to the risk-based approach

45, There are circumstances in which the application of a risk-based approach will not apply, or
may be limited. There are also circumstances in which the application of a risk-based approach may
not apply to the initial stages of a requirement or process, but then will apply to subsequent stages.
The limitations to the risk-based approach are usually the result of legal or regulatory requirements
that mandate certain actions to be taken.

46. Requirements to freeze assets of identified individuals or entities, in countries where such
requirements exist, are independent of any risk assessment. The requirement to freeze is absolute and
cannot be impacted by a risk-based process. Similarly, while the identification of potential suspicious
transactions can be advanced by a risk-based approach, in countries where such obligations exist, the
reporting of such suspicious transactions, once identified, is not risk-based. (See paragraph 119.)

47. CDD comprises several components — Identification and verification of the identity of clients
and of beneficial owners, obtaining information on the purposes and intended nature of the business
relationships and conducting ongoing due diligence. Of these components, the identification and
verification of identity of clients are requirements that must be completed regardless of the risk-based
approach. However, in relation to all other CDD components, a reasonably implemented risk-based
approach may allow for a determination of the extent and quantity of information required, and the
mechanisms to be used to meet these minimum standards. Once this determination is made, the
obligation to keep records and documents that have been obtained for due diligence purposes, as well
as transaction records, is not dependent on risk levels.

48. Countries may allow legal professionals to apply reduced or simplified measures where the
risk of money laundering or terrorist financing is lower. However, these reduced or simplified
measures do not necessarily apply to all aspects of CDD. Where these exemptions are subject to
certain conditions being met, it is necessary to verify that these conditions apply, and where the
exemption applies under a certain threshold, measures should be in place to prevent transactions from
being split artificially to avoid the threshold. Information beyond client identity, such as client
location, may be needed to adequately assess risk. This will be an iterative process: the preliminary
information obtained about a client should be sufficient to determine whether to go further, and in
many cases client monitoring will provide additional information.

49, Some form of monitoring is required in order to detect unusual and hence possibly suspicious
transactions. Even in the case of lower risk clients, monitoring is needed to verify that transactions
match the initial low risk profile and if not, trigger a process for appropriately revising the client’s risk
rating. Equally, risks for some clients may only become evident once a relationship with a client has
begun. This makes appropriate and reasonable monitoring of client transactions an essential
component of a properly designed risk-based approach; however, within this context it should be
understood that not all transactions or clients will be monitored in exactly the same way. Moreover,
where there is an actual suspicion of money laundering or terrorist financing, this could be regarded as
a higher risk scenario, and enhanced due diligence should be applied regardless of any threshold or
exemption. Given the relationship between a legal professional and his/her client, the most effective
form of ongoing monitoring will often be continued observance and awareness of a client’s activities
by the legal professional. This requires legal professionals to be alert to this basis of monitoring and
for training of legal professionals to take this feature into account.
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Distinguishing Risk-Based Monitoring and Risk-Based Policies and Processes

50. Risk-based policies and processes should be distinguished from risk-based monitoring by
designated competent authorities or SROs. There is a general recognition within monitoring practice
that resources should be allocated taking into account the risks posed by individual practices. The
methodology adopted by the designated competent authorities or SROs to determine allocation of
monitoring resources should cover the practice focus, the risk profile and the internal control
environment, and should permit relevant comparisons between practices. Most fundamentally, such
methodology needs to recognize that the relationship between the legal professional and the client is
often an on-going one. The methodology used for determining the allocation of resources will need
updating on an ongoing basis so as to reflect the nature, importance and scope of the risks to which
individual practices are exposed. Consequently, this prioritisation should lead designated competent
authorities or SROs to focus increased regulatory attention to legal professionals who engage in
activities assessed to be of higher risk of money laundering or terrorist financing.

51. However, it should also be noted that the risk factors taken into account to prioritise the
designated competent authorities or SROs” work will depend not only on the intrinsic risk associated
with the activity undertaken, but also on the quality and effectiveness of the risk management systems
put in place to address such risks.

52. Since designated competent authorities or SROs should have already assessed the quality of
risk management controls applied by legal professionals, it is reasonable that their assessments of
these controls be used, at least in part, to inform money laundering and terrorist financing risk
assessments conducted by individual firms or businesses.

Summary box: A risk-based approach to countering money laundering and terrorist financing at the
national level: key elements for success

o Legal professionals, designated competent authorities and/or SROs should have access to reliable and
actionable information about the threats.

. There must be emphasis on cooperative arrangements among the policy makers, law enforcement,
regulators, and the private sector.

. Authorities should publicly recognise that the risk-based approach will not eradicate all elements of risk.
. Authorities have a responsibility to establish an atmosphere in which legal professionals need not be

afraid of regulatory sanctions where they have acted responsibly and implemented adequate internal systems
and controls.

o Designated competent authorities’ and/or SROs’ supervisory staff must be well-trained in the risk-based
approach, both as applied by designated competent authorities/SROs and by legal professionals.
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SECTION TWO: GUIDANCE FOR PUBLIC AUTHORITIES

Chapter One: High-level principles for creating a risk-based approach

53. The application of a risk-based approach to countering money laundering and the financing of
terrorism will allow designated competent authorities or SROs and legal professionals to use their
resources most effectively. This chapter sets out five high-level principles that should be considered
by countries when designing a risk-based approach applicable to legal professionals. They could be
considered as setting out a broad framework of good practice.

54. The five principles set out in this Guidance are intended to assist countries in their efforts to
improve their AML/CFT regimes. They are not intended to be prescriptive, and should be applied in a
manner that is well-considered, is appropriate to the particular circumstances of the country in
guestion and takes into account the way in which legal professionals are regulated in that country and
the obligations they are required to observe.

Principle One: Understanding and responding to the threats and vulnerabilities: a national risk
assessment

55. Successful implementation of a risk-based approach to combating money-laundering and
terrorist financing depends on a sound understanding of the threats and vulnerabilities. Where a
country is seeking to introduce a risk-based approach at a national level, this will be greatly aided if
there is a national understanding of the risks facing the country. This understanding can flow from a
national risk assessment that can assist in identifying the risks.

56. National risk assessments should be tailored to the circumstances of each country. For a
variety of reasons, including the structure of designated competent authorities or SROs and the nature
of DNFBPs, including legal professionals, each country’s judgements about the risks will be unique,
as will their decisions about how to implement a national assessment in practice. A national
assessment need not be a single formal process or document. The desired outcome is that decisions
about allocating responsibilities and resources at the national level are based on a comprehensive and
current understanding of the risks. Designated competent authorities and SROs, in consultation with
the private sector, should consider how best to achieve this while also taking into account any
jurisdictional limitations of applying the risk-based approach to legal professionals, as well as any risk
associated with providing information on money laundering and terrorist vulnerabilities.

Principle Two: A legal/regulatory framework that supports the application of a risk-based
approach

57. Countries should consider whether their legislative and regulatory frameworks are conducive
to the application of the risk-based approach. Where appropriate the obligations imposed should be
informed by the outcomes of the national risk assessment.

58. The risk-based approach does not mean the absence of a clear statement of what is required
from the DNFBPs, including from legal professionals. However, under a risk-based approach, legal
professionals should have a degree of flexibility to implement policies and procedures which respond
appropriately to their own risk assessment. In effect, the standards implemented may be tailored
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and/or amended by additional measures as appropriate to the risks of an individual legal professional
and/or practice. The fact that policies and procedures, in accordance to the risk levels, may be applied
to different services, clients and locations does not mean that policies and procedures need not be
clearly defined.

59. Basic minimum AML/CFT requirements can co-exist with a risk-based approach. Indeed,
sensible minimum standards, coupled with scope for these to be enhanced when the risk justifies it,
should be at the core of risk-based AML/CFT requirements. These standards should, however, be
focused on the outcome (combating through deterrence, detection, and, when there is a requirement in
a particular country, reporting of money laundering and terrorist financing), rather than applying legal
and regulatory requirements in a purely mechanistic manner to every client. SROs may assist in the
development of such standards for legal professionals.

Principle Three: Design of a monitoring framework to support the application of the risk-based
approach

60. In certain countries, SROs play a critical role in the regulation of legal professionals, which
may be based on fundamental constitutional principles. Some SROs have the ability to audit or
investigate their own members, although in some countries these powers may be limited to reviewing
policies and procedures as opposed to specific clients and matters. Depending on the powers of and
responsibilities accepted by SROs, SROs may be able to facilitate or ensure compliance by legal
professionals with the relevant legislation and/or develop guidance relating to money laundering. In
some countries, the SROs may provide a greater level of scrutiny than that which can be afforded by a
government or regulatory AML program. SROs should be encouraged to work closely with domestic
AML/CFT regulators. Countries shou